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Session 1: 6/26 — 7/9 Asynchronous 7/10 - 7/14 Synchronous
Session 2: 7/24 - 8/6 Asynchronous 8/14 - 8/18 Synchronous

The ICS-RE Security course is designed to be a train-the-trainer type
of faculty development. The participant will gain an understanding of
fundamental techniques in defending Critical Infrastructures, primarily
those in the Energy, Water/Wastewater, Transportation Systems, and
Critical Manufacturing sectors. In particular, the participant will gain a
working knowledge of Programmable Logic Controllers (PLC), Human
Machine Interfaces (HMI), network packet capture and analysis using
Wireshark, control system protocols, system reconnaissance, penetra-
tion testing, intrusion detection systems, Security Compliance and Au-
diting with emphasis on the North American Electric Reliability Critical
Infrastructure Protection (NERC-CIP) standards, and the emerging
threats and vulnerabilities on Renewable Energy Systems. Participants
will also be exposed to numerous active learning activities through
hands-on laboratory exercises utilizing the Center for Cybersecurity’s
state-of-the-art cyber range and/or Docker Virtualization systems. Up-
on completion of this course, the participant is awarded a digital badge
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For more information regarding this
class, contact:

@ SCAN ME Guillermo Francia

gfranciaiii@uwf.edu

* This workshop is limited to faculty, instructors, and graduate students pursuing a career in teaching cybersecurity.

All participants must be affiliated with a CAE school and a US citizen or Permanent US resident
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